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Who are you?

I Show of hands who
I ...has ever used formal methods
I ...regularly uses formal methods
I ...has ever used TLA+
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Setting the stage

Downtime of customer-facing services:
...during high-season of the year
...everybody is on vacation

=> Management unhappy because
we lost millions
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We are in good company

IBM Bluemix (01/2017),
Facebook (02/2017),
Amazon AWS (02/2017),
Microsoft Azure (03/2017),
Microsoft O�ce 365 (03/2017),
Apple iCloud (06/2017),
...
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The tale of the blocking BlockingQueue

I Post mortem analysis identi�es a deadlock in BlockingQueue∗

as root cause

I Deadlock never showed during excessive testing
I Despite high (unit) test coverage

I Lucky to manually reproduce the deadlock after days of testing

I We still do not have a �x

∗BlockingQueue example originally by Charpentier [2017].
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The tale of the blocking BlockingQueue
public final class BlockingQueue<E> {

private final E [ ] s t o r e ;

public Block ingQueue ( final int c a p a c i t y ) {
this . s t o r e = (E [ ] ) new Object [ c a p a c i t y ] ;

}

public final synchronized void put ( final E e ) {
while ( i s F u l l ( ) ) {

wa i t ( ) ;
}
n o t i f y ( ) ;
append ( e ) ;

}

public final synchronized E take ( ) {
while ( i sEmpty ( ) ) {

wa i t ( ) ;
}
n o t i f y ( ) ;
return head ( ) ;

}
/* helper methods and some fields omitted */

}
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TLA+ to the rescue

In a presentation a colleague told us about the TLA+

methodology
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Demo

Let's specify BlockingQueue with TLA+
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BlockingQueue in PlusCal
module BlockingQueuePCal

variable store = 〈〉 ; k = 1 ; waitset = {} ; c = {�c1�, �c2�} ; p = {�p1�} ;
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BlockingQueue in PlusCal
module BlockingQueuePCal

variable store = 〈〉 ; k = 1 ; waitset = {} ; c = {�c1�, �c2�} ; p = {�p1�} ;

de�ne {
isEmpty

∆
= Len(store) = 0

isFull
∆
= Len(store) = k

}
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BlockingQueue in PlusCal
module BlockingQueuePCal
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de�ne {
isEmpty

∆
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= Len(store) = k
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macro wait( ) { waitset := waitset ∪ {self } }
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BlockingQueue in PlusCal
module BlockingQueuePCal

variable store = 〈〉 ; k = 1 ; waitset = {} ; c = {�c1�, �c2�} ; p = {�p1�} ;

de�ne {
isEmpty

∆
= Len(store) = 0

isFull
∆
= Len(store) = k

}

macro wait( ) { waitset := waitset ∪ {self } }

macro notify( ) {
if ( waitset 6= {} ) {

with ( w ∈ waitset ) {
waitset := waitset \ {w} ;

}
}

}
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BlockingQueue in PlusCal
module BlockingQueuePCal

variable store = 〈〉 ; k = 1 ; waitset = {} ; c = {�c1�, �c2�} ; p = {�p1�} ;

de�ne {
isEmpty

∆
= Len(store) = 0

isFull
∆
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}

macro wait( ) { waitset := waitset ∪ {self } }

macro notify( ) {
if ( waitset 6= {} ) {

with ( w ∈ waitset ) {
waitset := waitset \ {w} ;

}
}

}

process ( producer ∈ p ) {
put : while ( true ) {

if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}
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BlockingQueue in PlusCal
module BlockingQueuePCal

variable store = 〈〉 ; k = 1 ; waitset = {} ; c = {�c1�, �c2�} ; p = {�p1�} ;

de�ne {
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macro notify( ) {
if ( waitset 6= {} ) {

with ( w ∈ waitset ) {
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}
}

}

process ( producer ∈ p ) {
put : while ( true ) {

if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}

process ( consumer ∈ c ) {
take : while ( true ) {

if ( isEmpty ) { wait() ; }
else { notify() ; store := Tail(store) ; } ;

} ;
}
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State Graph
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/\ waitset = {}

/\ store = <<"d">>
/\ waitset = {}

put

/\ store = <<>>
/\ waitset = {c1}

take

/\ store = <<>>
/\ waitset = {c2}

take

take

/\ store = <<"d">>
/\ waitset = {p1}

put

put

take

/\ store = <<>>
/\ waitset = {c1, c2}

take

put

take

take take

put

take

/\ store = <<"d">>
/\ waitset = {c2}

put

/\ store = <<"d">>
/\ waitset = {c1}

put

take

/\ store = <<"d">>
/\ waitset = {c2, p1}

puttake

/\ store = <<"d">>
/\ waitset = {c1, p1}

put

take

put

/\ store = <<>>
/\ waitset = {p1}

take

put

/\ store = <<>>
/\ waitset = {c1, p1}

take

/\ store = <<>>
/\ waitset = {c2, p1}

take

take

take

put

putput

take

/\ store = <<>>
/\ waitset = {c1, c2, p1}

take put

put

take

take

15 / 38



Invariants
module BlockingQueuePCal

variable store = 〈〉 ; k = 1 ; waitset = {} ; c = {�c1�, �c2�} ; p = {�p1�} ;

de�ne {

Inv
∆
= waitset 6= (c ∪ p) <= UP HERE!

isEmpty
∆
= Len(store) = 0

isFull
∆
= Len(store) = k

}

macro wait( ) { waitset := waitset ∪ {self } }

macro notify( ) {
if ( waitset 6= {} ) {

with ( w ∈ waitset ) {
waitset := waitset \ {w} ;

}
}

}

process ( producer ∈ p ) {
put : while ( true ) {

if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}

process ( consumer ∈ c ) {
take : while ( true ) {

if ( isEmpty ) { wait() ; }
else { notify() ; store := Tail(store) ; } ;

} ;
}
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Error Trace
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Input Space
module BlockingQueuePCal

variable store = 〈〉 ; k ∈ 1 . . 6 ; waitset = {} ;

c ∈ subset {�c1�, �c2�, �c3�, �c4�} \ {{}} ; This

p ∈ subset {�p1�, �p2�, �p3�, �p4�} \ {{}} ; This

de�ne {
Inv

∆
= waitset 6= (c ∪ p)

isEmpty
∆
= Len(store) = 0

isFull
∆
= Len(store) = k

}
macro wait( ) { waitset := waitset ∪ {self } }

macro notify( ) {
if ( waitset 6= {} ) {

with ( w ∈ waitset ) {
waitset := waitset \ {w} ;

}
}

}
process ( producer ∈ p ) {

put : while ( true ) {
if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}
process ( consumer ∈ c ) {

take : while ( true ) {
if ( isEmpty ) { wait() ; }
else { notify() ; store := Tail(store) ; } ;

} ;
}
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Relation Capacity K, Consumer C and Producer P

Deadlock i�:
2K < |C |+ |P|
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TLA+

I TLA+ - Temporal Logic of Actions - is a formal speci�cation
language developed by Leslie Lamport

I Design, model, document, and verify concurrent and
distributed systems

I TLA+ has been described as exhaustively-testable pseudocode
[Newcombe, 2011]

I Successfully used by Microsoft, Intel, [DEC/Compaq 2003], ...
for e.g. Paxos, Cosmos DB, [Raft 2016], qspinlock...
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Amazon Success Story in Detail

I DynamoDB: scalable high-performance "no SQL" data store
with cross datacenter replication and strong consistency
guarantees

I First informal proofs and excessive (fault-injecting) testing

I TLC found very subtle bug: shortest error trace 35 steps

I �Using TLA+ in place of traditional proof writing would thus

likely have improved time to market, in addition to

achieving greater con�dence in the system's correctness.�
[Newcombe et al., 2015]
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Now beer?

Everybody statis�ed?
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Be Suspicious of Success!
module BlockingQueuePCal

variable store = 〈〉 ; k ∈ 1 . . 6 ; waitset = {} ;
c ∈ subset {�c1�, �c2�, �c3�, �c4�} \ {{}} ;
p ∈ subset {�p1�, �p2�, �p3�, �p4�} \ {{}} ;

de�ne {
Inv

∆
= waitset 6= (c ∪ p)

isEmpty
∆
= Len(store) = 0

isFull
∆
= Len(store) = k

}
macro wait( ) { waitset := waitset ∪ {self } }

macro notify( ) {
if ( waitset 6= {} ) {

with ( w ∈ waitset ) {
waitset := waitset \ {w} ;

}
}

}
process ( producer ∈ p ) {

put : while ( false ) { Ouch!!!
if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}
process ( consumer ∈ c ) {

take : while ( true ) {
if ( isEmpty ) { wait() ; }
else { notify() ; store := Tail(store) ; } ;

} ;
}
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Doing nothing is always safe!

I TLA+ behavioral properties [Lamport, 1977]
I Safety properties: Something bad never happens
I Liveness properties: Something good eventually happens
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Temporal Logic is really simple... kind of

I TLA+ has just two temporal operators:
I ♦P (pronounced Diamond): P is true at some point of a

behavior
I ¬P,¬P,¬P, . . . ,P,¬P,¬P, . . .

I �P (pronounced Box): P is always true
I P,P,P,P,P,P, . . .
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All p ∪ c eventually serviced

module BlockingQueuePCal

. . .

process ( producer ∈ p ) {
put : while ( false ) {

if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}

. . .

Prop
∆
= ∧ ∀ con ∈ c : 23(〈take(con)〉

vars
)

∧ ∀ pro ∈ p : 23(〈put(pro)〉
vars

)
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Fairness

Weak If the action A ∧ (f ′ 6= f ) ever becomes enabled and
remains enabled forever, then in�nitely many
A ∧ (f ′ 6= f ) steps occur.
(�♦¬ENABLED 〈A〉e) ∨ (�♦〈A〉e)

Strong If the action A ∧ (f ′ 6= f ) is enabled in�nitely often,
then in�nitely many A ∧ (f ′ 6= f ) steps must occur. If
an action ever becomes enabled forever, then it is
enabled in�nitely often.
(♦�¬ENABLED 〈A〉e) ∨ (�♦〈A〉e)

SF =⇒ WF
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Fair processes
module BlockingQueuePCal

. . .

fair process ( producer ∈ p ) {
put : while ( true ) {

if ( isFull ) { wait() ; }
else { notify() ; store := Append(store, self ) ; } ;

} ;
}

fair process ( consumer ∈ c ) {
take : while ( true ) {

if ( isEmpty ) { wait() ; }
else { notify() ; store := Tail(store) ; } ;

} ;
}

. . .
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All consumers consume & all producers produce

module BlockingQueuePCal

. . .

Prop
∆
= ∧ ∀ con ∈ c : 23(〈take(con) ∧ ¬isEmpty〉

vars
)

∧ ∀ pro ∈ p : 23(〈put(pro) ∧ ¬isFull〉
vars

)
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Starvation free
module BlockingQueuePCal

variable store = 〈〉 ; k ∈ K ; waitP = 〈〉 ; waitC = 〈〉 ;

. . .

macro enqueue(waitset, proc){
if (proc /∈ SeqToSet(waitset)){

waitset := Append(waitset, proc) ;
} ;

}

fair process (producer ∈ P){
penq : enqueue(waitP, self ) ;
pw : await Head(waitP) = self ;
put : if (¬isFull){

waitP := Tail(waitP) ;
store := Append(store, self ) ;

} ;
goto penq ;

}

fair process (consumer ∈ C){
cenq : enqueue(waitC , self ) ;
cw : await Head(waitC) = self ;
take : if (¬isEmpty){

waitC := Tail(waitC) ;
store := Tail(store) ;

} ;
goto cenq ;

}

31 / 38



What would Doug Lea do?

I java.util.concurrent.ArrayBlockingQueue
I Two j.u.c.locks.Condition: notEmpty and notFull
I Fair j.u.c.l.ReentrantLock:

I Queue of waiting threads
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Collect!

Win Win Win
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Reasons to dislike TLA+

I Learning curve
I Bizarre syntax:

I pc' = [pc EXCEPT ![self] = "lbl"]

I Basic pattern repository & standard modules

I Does the implementation correctly implement the
speci�cation?
I Early code generation approaches such as PGo exist

[Beschastnikh, 2018]
I Check code directly with e.g. Java Path Finder [Havelund and

Pressburger, 2000]

I �All models are wrong, some are useful� (George Box)

I TLC models have to be �nite and ...
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TLC & State Space Explosion

Problem of (explicit state) model checking:

Linear increase in size of speci�cation or
properties can lead up to exponential

growth of state space
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Theorem Proving with TLAPS

It's easier to prove something if it's true
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Conclusion

I TLA+ no silver bullet

I TLA+ use of simple math hides idiosyncrasies of programming
languages
I => Focus on the actual problem
I ...from the design to the implementation phase

I TLA+ scales from simple to complex problems

I Lamport [2017] video course best introduction to TLA+
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Q&A
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Contact

I slides: https://bitbucket.org/lemmster/blockingqueue

I github: https://github.com/tlaplus/tlaplus
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